IHAMASATKA
M0 MPO(UITAKTUKE MOIIEHHUYECKUX JEHCTBUN

Cetp UHTEpHET, ABISSACH KPYIHEHIIINM CpeACTBOM oOMeHa nHpopMaluei, B
TO K€ BPEMS IIOPOKIAECT CTPEMUTENIBHBIM POCT NPECTYIUICHWM, CBS3aHHBIX C
UCIIOJIb30BaHNEM MH(POPMAITMOHHBIX TEXHOJIOTHA.

Ilpusnaku moweHHUuecmea co cMopoHsl NOKyRamessa npu npooax;cax
Humepneme:

1. IToxynaTenb He 0COOO0 MHTEPECYETCS TOBAPOM, OBICTPO JEMOHCTPUPYET
CBOE JKeJIaHUE CJENIaTh MOKYIKY U EPEXOAUT K pa3roBOPy O COCOOE OIIaThl.

2. Ilokymnarenp ONpOCUT Bac Ha3BaTh MOJIHBIE PEKBU3UTHI KapThl, BKIIOYAs
dbamummio-uMs  JaTuHuner, cpok gerictBus u CVC-xox. Ilpum momomu 31X
JTAaHHBIX OH CaM JIETKO CMOXET PacIUIaTUThCA Balllel kapTou B IHTepHETE.

3. IlokynaTtenb HPOCHUT Bac COOOIIUTH €My pa3du4Hble KOJAbI, KOTOPHIE
OpUAYyT K BaM Ha MOOWJIBHBIM TeneoH, [KOObl HEOOXOAUMBbIE €My s
COBEPLICHUS LJIATEkKA.

Ilpuznaku mowennuyecmea co CHOPOHBL NPOOAGUA NPU NOKYNKAX 6
Humepueme:

1. OTcyTcTBYeT aapec u TenedoH, BCce OOILIEHUE MPEAIAaraeTcs BECTH Yepes3
AIIEKTPOHHYIO MOYTY WM MPOTPaMMbl OOMEHa MTHOBEHHBIMH COOOIIIEHUSMH.

2. OTCYTCTBYET peajibHOE UM IIPOJIABIIA, YEIIOBEK MPSIUETCS 38 KHUKOM).

3. IlpomaBer; 3aperucTpupoBaH Ha CEPBHCE HEAABHO, OOBSIBICHHE O
pojake — €TUHCTBEHHOE €ro COOOIIEHHE.

4. OObsiBNEeHUE OIMyOJMKOBAHO C OIMIMOKaMHU, COCTaBJIEHO HEOPEKHO, 0e3
3HAKOB MPETIMHAHMS, 3aTJIABHBIMA OyKBaMH | T. 1.

5. OtrcyrctByeT (poTo TOBapa, OO e MPUIOKEH CHUMOK u3 MHTepHeTa
(9TO MOXHO OTIPEACIUTh, UCTIONB3Ys CEPBUCHI TTOMCKA TyOIUKATOB KAPTHHOK).

6. CaumkoM HHU3Kas I[IeHa TOBapa B CPAaBHEHWW C aHAJOraMH y JAPYTUX
POJABIIOB.

7. llponaBen; TpeOyeT MOJIHYIO WJIM YaCTHMYHYIO MpenoruiaTy (Hampumep, B
KayecTBE TapaHTHUW, YTO BBl MOIETe MOTy4yaTh TOBAap HA IOYTE C OIJIATON
HaJIOKCHHBIM TIJIATEKOM ).

9. Tlpomamern mpuHUMaeT OIUIATY TOJIBKO HAa AHOHUMHBIE PEKBU3HTHI:
AJIEKTPOHHBIE KOIIIEIbKH, TIOMOJHEHHE MOOWIBHOTO TeleoHa WM Ha HUMS
JPYroro 4ejgoBeka (pOoJACTBEHHUKA, Apyra U T. 11.).

Kak ne cmamo Heepmeamu meﬂed)OHHblx Mmouiennuuecme.

— IIpu TeneoHHOM 3BOHKE OT UMEHH SKOOBI POJICTBEHHUKOB U COOOIICHUH
O TPYAHOM CHUTyalluu CIEAyeT JO03BOHUTHCS J0 POAHBIX U OJIU3KUX, O KOTOPBIX
UJET peub, BBIICHUTH MOJAPOOHOCTH CIIYYUBILETOCS, a HE MEPEBOAUTH U HE
OT/IaBaTh JIEHbI'M HE3HAKOMBIM JIIOISIM;



— Ilepe3BoHUTH (a JydIle BCEro MOJOWTH) B 00O OTHENeHHEe OaHKa, OT
UMEHH KOTOPOTO TMPHUILIO Ccoo0meHne o mpobiaemax OOCIyXMBaHHS IO
pacueTHOMY CueTy/KapTe, U PEIINTh BCE BO3HHUKIIUE BOMPOCHL. MOXXHO TaKxke
MO3BOHUTHh CBOUM OJHM3KHM, KOTOPBIE XOPOIIO pPa30OHparoTCsi B COBPEMEHHBIX
TEXHOJOTHIX, paccKka3aTh O TOCTYNHBIIEM COOOIIEHUU M CIPOCUTH COBETA.
Crnemyer 3amOMHHTH: HU OJIWH OaHK HE OyAeT MPOCUTh BialeibIla KapThl
COBEpIIaTh KaKue-IM00 ACHCTBHS MO TeledOHY WA COOOIIATh PEKBU3HUTHI KApTHI;

— He coobmaTte He3HAKOMBIM JTFOSIM (KakK MPH JMYHOM KOHTAaKTe, TaK U TI0
TeneOHy WIM HWHTEPHET-TIEpPENUCKe) JaHHble O cebe, CBOMX OJM3KUX,
POJICTBEHHUKAX, OAaHKOBCKMX KapTax, TO €CTh JIOOyI0 KOH(HUICHINAIHHYIO
(inunyr0) uHGOPMAITHUIO;

— He ocymecTBisTh mpeAomiaTy 3a TOBap WIM OOCHIAHHYIO BBIILIATY
(ycyry), MpOU3BOAUTH OILIATY TOJIBKO MPU UX (PAKTUUIECKOM MOTyUEHUH.

Kak ne cmamo afcepmeoﬁ unmepmnem - MOuleHHuvecmea:

— Crenyer BHUMATEIbHO M3YYUTh WH(OPMAIIMIO HHTEPHET-CAlTa, OT3BIBHI,
CPaBHUTH IIEHBI 32 HHTEpECYIomui ToBap. OTCyTcTBUEe MHPOPMAIUH, 3aITyTaHHAs
CHCTEMa IOJIyuYEHHUsl TOBapa 3a4acTylo SBJSIOTCSA IPU3HAKaMU MOLLIEHHUYECTBA;

— TloayuuTh MakcUMyM CBEIAEHHMHM O MpoJaBlie WJIM MarasuHe: ajpeca,
TeNe(OHbI, UCTOPUIO B COLHUAIBHBIX CETAX, HAJIWYHE CIY>KObl TOCTaBKU U T. II
JleiicTByrolue JeralbHO HWHTEPHET-MarasuHbl WM PO3HUYHBIE MPOJABIbI
pa3MenaT NOoJHYI0 MH(GOpPMAaIMI0O U pabOTalOT MO NPHUHIMILY «OIjlaTa TOBapa
1OCJI€ IOCTaBKN»;

— Henp3st coobuiate (mochuiaTh MO AJNEKTPOHHOM IMOYTE) MHPOPMALHIO O
CBOMX IUTACTHUKOBBIX KapTaX. IIpecTymHHKH MOTYT BOCHOJB30BaThCS HX
PEKBU3UTAMHU U TIPOU3BECTH, HATIPUMED, PATUYHBIC TTOKYTIKH.

Buabl MOIIEHHUYECTB B CETAX COTOBOM U NMPOBOJIHON CBA3H U B CETH
HNurepuer

1. MoimmeHHU4YeCcTBA, COBepHIaeMble ¢ MCHO0Jb30BAHNEM MOOWJILHOU M
NMPOBOHON CBA3HU:

a) Comoevlit u npoeooHoll menepon ucnobyemca Kak cpeocmeo
nepeoauu 20710C080U uH@opmayuu, TOABUILI, THUIBI: «Balll ChIH MOMal B
aBapmio...», «Mmama/mana y MeHs MPOOJEMBL...», «3TO M3 OaHKa/COIBAIIUTHI U
p...».

0) Comoewvtii meneghon ucnonvzyemcsa 0aa nepeoauu CMC c¢ n0sxcuoi
uHgopmayueii: «<MaMa, KHiHb MHE Ha 3TOT HOMEp JACHET, TIOTOM BCE OOBSICHION,
«Barra kapTa 3a0JOKHpOBaHa MOJAPOOHOCTH IO TEI..», «C BaIIEro cueTa CITMCAHO
5000 py6seit, mopoOHOCTH MO TEII...».



8) Comoewtii menegpon u eaute oovaenenue ¢ cemu Hnmepnem (cait
Avito) ucmonb3yercss MOIICHHUKOM [IJIsl TIOJydeHHUsi OT Bac JaHHBIX KapThl U
MPUBSI3KHA KapThl K MOOMIIEHOMY Telle(hOHY MOIIICHHHUKA:

-« o BamieMy OOBsSBIEHHIO Ha Avito (0 mpopaxe, 0 caade B apeHIy),
coOOIIMTE MHE JaHHbIE C Ballled KapThl U KOJ Ha OOpaTHOM CTOpPOHE i BaMm
OTIIPABIIIO JIEHBIH...»;

- «1 XO4y OTMPAaBUTh JEHBI'M BaM Ha KapTy 3a ToBap Ha Avito, mpenorary
3a apeHjay, y Bac KapTa IpHBsi3aHa K MOOWJIbHOMY OaHKy, €CJIM HET, MJIUTE K
OaHKOMATY s BaC MPOUHCTPYKTUPYIO KaK MOJKIIOYUTH MOOUIILHBIN OaHK.

[Ipyn mosiydeHUM COOOIICHHS HE HYXKHO Iepe3BaHMBATh HA YKa3aHHbIE
HOMEpa. MOIIEHHUKH MOTYT TOTpe0oBaTh NEpeaarb JE€HbIUM  Kypbepy,
NEPEYUCIUTh UX Ha KapTy, HOMEp MOOUIBLHOTO TeneoHa, MOMBITAIOTCS MOIYYUTh
OT Bac cBejieHUs 0 Baieil 0aHKOBCKOM KapTe, MPEIOAKUTh TPOUTH K OaHKOMATY U
COBEPIIUTh Kakue-TuOOo omepanud y OaHKomaTa, MOMPOCAT COOOIIUTH KOJbI
KOTOpbIE NpUXOAIT K BaM Ha TenedoH.

B cnywae mnodyyeHus BXOJSIIErO 3BOHKA HEOOXOAMMO IMPEKPATHUTh
pasroBop, Jaxke €cid COOECEeAHUK BCENIIET YBEPEHHOCTh B CBOEW MPaBIMBOCTH.
MorieHHUKH 00J1aJaI0T MICUXOJIOTMYECKUMU NPUEMaMU BBEJICHUS B 3201y )KICHUE,
anbo 06nanaroT uHGopManueld O MOTEPHEBIIEM M €ro ONM3KUX. AHAJIOTMYHBIE
cllyuad MOUIEHHMYECTBA BCTpedaloTcs M B ceTu WHTepHEeT, HO coOOIlIeHue o
IOMOIIM IEpeNaeTcsi MOCPENCTBOM COOOLIEHUS B COLUAIBHON CETU C JIOXKHOH
CTpaHUIIbl POJICTBEHHUKA.

[Ipy comMHEeHWM B TPaBIMBOCTU MOJYYCHHOW HHGPOPMAIIMKU CIIETYET
MEePE3BOHUTH OJIM3KUM OT UMEHU KOTO MPUIILJIO COOOIIEHHE, TTO3BOHUThH B OaHK IO
yKa3aHHOMY Ha KapTe, Ju00 B J0roBope TenedoHy, MOCETUTh OfmKaiiiee
otneneHue 6aHka. baHk HUKOTa HE 3ampaliuBaeT Mo TeIePOHY CBEICHHUS O KapTe
KJIIMEHTA: ee HoMep, Ko Ha oOpaTHO#l ctopoHe, @.M1.O. Bragenbia KapThl U CPOK
e¢ neicTBud, a TeM Oosee MUH-KoA. Ecian cobecenHUK MbITaeTCcsl MOTYyYUTh OT Bac
Takyro MHMOpMaInio, MO0 MPOCUT COOOIIUTH KOJbI, KOTOpble MpUILIK Ha Bar
TenedoH oT 6aHKa, MPEKpPaTUTE C HUM Pa3roBop.

['paxxnanam, UMEIOLIMM MIPECTAPENBIX POJCTBEHHUKOB, COCENEH, 3HAKOMBIX,
HEOOXOJMMO Pa3bsICHUTh UM, KaKue CIOCOObl MOIIEHHMYECTBA CYLIECTBYIOT, KaK
BECTH ceOs MPHU MOJTYUEHUH 3BOHKOB U COOOILEHUI MOIIEHHUYECKOT0 XapakTepa, a
MMEHHO HE BECTH JUAJIOTH C MOILIECHHHKAMH, TPEKPATUTh Pa3roBOP U MO3BOHUTH
pOJACTBEHHUKaM. EciaM MOoXWION YenoBeK IMoJlydaeT NEHCHI0 Ha OaHKOBCKYIO
KapTy, TO MPEAJIOKUTE CBOIO TIOMOIIb B CHSTHH C KapThl JEHEXKHBIX CPEACTB, JIH00
NPEIOKUTE POACTBEHHUKY mepenath kapty Bam. Bo mHorumx ciywasx B Xxoje
OOLIEHUs1 C MpecTapesbiMU JIOABMU COOOIIHUKM MOILIEHHUKOB HAaXOHSTCS B
pailioHe TPOKMBAHMS TOXKUIIOTO YesoBeKa, JMOo y ero noma, noabe3aa. llpu
MOJIY4eHUM MOIIEHHMYECKOTO 3BOHKA HEOOXOAMMO HEMEMJIEHHO COOOUIUTh O
JJAaHHOM (paKTe B MOJIUIIMIO.

Ecnu npu MolieHHUYECTBE, B X0/1€ TeJe(OHHOTO pa3roBopa MPeCTyMHUKOM
ObL1a oJiydeHa uHpopmalus 0 OaHKOBCKOW KapTe, TO HEOOXOAMMO MO3BOHUTH IO
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TenedoHy yKazaHHOMY Ha KapTe W 3a0JIOKMpOBaTh KapTy. B neHb coBepiieHus
MOIIICHHHYECTBA HEOOXOIUMO OOpaTHThCS B OaHK C 3asBICHHEM O BO3BpaTe
JIEHEKHBIX CPEACTB Ha KapTy, TaK Kak OaHK 00s3aH BO3BpPATUTh JCHEKHBIC
CPEICTBA, €CIU onepalus ObliIa OCIIOPEHa BIAJEIbIIEM KapThl B ICHb ONEpAIlUH.

JUiss  mpemoTBpamieHusT  MOIIEHHUYECTB  TakKKe  PEKOMEHAyeM  He
pacrpocTpaHsiTh B ceTH VIHTepHET CBeACHUS O MOOWJIBHBIX HOMEpax C HX
MPUBSI3KOM K aHKETHBIM JaHHBIM, HE YyKa3blBaTb MOOWJIBHBIE HOMEpa Ha
COITMAIBLHBIX CTPAHUIIAX, B ITOJaBAEMbBIX B CETH OOBSIBICHUIX HE YKa3bIBaTh PSAJIOM
c HoMepoM cotoBoro tenedona Mms n damumnuto, aapec KUTEILCTBA U JIPYTYIO
auyHyro uH(popmaruio. He wucnonb3oBath B cetu MHTepHET HOMeEpa CBOMX
MOOMJIBHBIX TeNe(OHOB, K KOTOPBHIM MNPUBS3aHbI OAHKOBCKHE KapThl U HOMEpa
MOOWIIBHBIX TeJNIe(POHOB, KOTOPHIC HCIOIB3YIOTCS i padoThl B «MOOMIBHOM
OaHKe».

[Tocnenqnee Bpemsi MOJYy4arOT  PacCIpPOCTPAHEHHE  MOIICHHUYECTBA,
COBEPIIICHHBIC B OTHOIIICHUH TOJIB30BATENICH ceTH MHTEpHET MpOoJaromuX TOBAPHI
Ha caidtax OecraTHbIX 0O0BsBiIeHHH. [IpogaBly MOCTymaer 3BOHOK SIKOOBI OT
nokymnaress. MOIIEHHUK TMOJI BUJIOM TOKyMaress cooOIlaer, 4YTO JKeJlaeT
NpuoOpecTH TOBap, HO MPOXKHUBAET B JPYroM TOpOJ€ U MpeajiaraeT OIIaTUTh
TOBap MyTEM MEePEUUCIICHUS] ICHEKHBIX CPECTB HA KapTy npojaasua. JJis 3Toro on
IIPOCHUT IIPOJIaBIla Ha3BaTh HOMEP KapThl, BlIaJIeblla KApThl, CPOK JICUCTBHUS KapThl,
KOJI Ha 00paTHOI CTOPOHE, a TaK K€ COTOBBIM HOMEp, MPUBS3AHHBINA K KapTe, 1100
M0 YMOJIYAHUIO UCIOJIb3yeT HOMED, YKa3aHHbIN B 00bsBiIeHUU. [lociie momydeHus
ATUX CBEJECHUN MOUICHHUK UCIOJIb3YeT JaHHbIC O KapTe JUIsl OIUIAThl MOKYIOK B
cetu Mnatepuer. Jlpyroi BapuaHT, Korja Ha TenedoH MpojaBiia MOCTYMAIT KObI
oT 0aHKa U MOIIIEHHUK MPOCUT COOOIIATh UX SKOOBI JUIsl IepeBOja JEHET, B 3TOT
MOMEHT MOIIIEHHUK MOAKII0YaeT K TeiedoHy MOTEpIeBIIero, MO0 K CBOEMY
tenedony yciyry «MoOuIbHBIA OaHK» W TMOXWIINAET ACHBIM C KapThl. TpeTuit
BapUaHT, KOTJIa MOIICHHHUK, BBICTYMAIOIINN B POJH «IOKYIATENsD» Tpejiaract
MPOJaBIly TPOWTH K OaHKOMATy M, SIKOOBI TPOM3BEIS HEKOTOPHIC OIepallu,
MIOJIYYHTh JIEHBIH, B TPEX YKa3aHHBIX CIydasxX MOIICHHUK ITOXHINACT JICHEKHBIC
Cpe/CTBa MPOo/IaBIIa.

2) Comoegvlit meneghon ucnonvzyemcsa MOWEHHUKAMU 011 hepeoayu
CMC coodowenun, coodowenuit uepesz meccenodxcepvl Viber, WhatsApp c
6pe00HOCHOIl UHhopmanueil.

Tumnbl cooOmieHmit: «31ech Hamm ¢ T000# (GoTo http:\\...», «Bam akakyHT,
crpanuna «BKonrtakre» B3momanbl, mpoiaure perucrpamuio http:\\...», «BbI
BBIMTPAJIM aBTOMOOWJIb, ToApoOHOCTH http:\\...”

HoBblii TUI COOOIIEHUH ¢ BPEIOHOCHOM CCBUIKOM:

«1 TI0 BameMy OOBSBICHUIO, COIJIACHBI JIM Bl Ha OOMEH Ha 3TO
http:\\foto3.inc...»

HpI/I MMOJYYCHHUHN AOAaHHOI'O COO6H_ICHI/I$I OTKAKHUTCCh OT IPOXOKIACHHA II0
YKaBaHHOﬁ CCBIJIKE W AaKTHBAIlMKM IIOJTYYCHHBLIX CCBIIOK. IIo BO3MOXHOCTH
IMPOBCPLTC €CTh JIKM B CECTU I/IHTepHeT B ITIOMCKOBBIX CHUCTEMAX CBCIACHUA O JAaHHBIX



CCBUIKAX M BO3MOXHBIX MoIlIeHHHYecTBax. CooOLuTe MOIB30BaATENISIM CETH
WuTepHeT, 4To JaHHAs CChUIKA MOILIEHHUYECKas. Y TaIuTe yKa3aHHOE COOOIICHNE,
ecnu yOex/IeHbl, YTO OHO HE HaHecso Bpea BaieMy ycTpoiicTBy.

BpenoHocHble ~ mporpamMMbl  CO3JAIOTCA M YCOBEPLIEHCTBYIOTCA
MOIIIEHHUKAaMU PETyJISIpHO, U Tipu paboTe ¢ Tene@oHoM Bbl MOXKETe CTONKHYTHCS C
BUJIOM BpEJOHOCHBIX MpPOrpaMM, KOTOphle He TpeOyroT Bareill akTUBHOCTH U
CaMOCTOATENILHO MOTYT OBITh 3arpy»eHbl Ha Baiile MoOUIbHOE YCTPOWCTBO Yepes
YS3BUMOCTH ONEPALMOHHOW CUCTEMBI.

B ciydae 3apaxkeHusi MOOMJIBHOTO YCTPOMCTBA PEKOMEHIYEM OIPEICIUTh
yIrpo3bl U TOCJIEACTBUS TMOJY4YEHHUsS JOCTyma xakepa K Bamemy MoOMIbHOMY
YCTPOUCTBY.

[lpu3nakamMu  3apaxeHus: MOOWJIBHOTO  YCTPOMCTBA MOTYT  OBITh
OJIOKMpOBaHUE OMEPAIIMOHHON cHucTeMbl, OnokupoBanue Bxojsamux CMC
COOOIIEHMI,  OTHpaBKa  HCKYCCTBEHHO  CTE€HEPUPOBAHHBIX  MOOMJIBHBIM
YCTPOMCTBOM  COOOIIEHHMM. 3apa’k€HHbId MOOWIBHBIA  TeNePOoH  CIeayeT
HEMEJIEHHO BBIKIIOYUTh. CUM-KapTy MHEpPEBBITYCTUTh Yy oOllepaTopa, a Teie(oH
COXPaHUTh JIA MOCJIEAYIOEro HU3y4YeHUs MOJUIUEH, €clii ObUIO COBEPILIEHO
MOIIIEHHUYECTBO, JTUOO MepeaTh B CEPBUCHBIN IIEHTP, €CIU JE€HbI'M MOXUILEHBI HE
OBLITH.

Ecnu x maHHOMy MOOMJIBHOMY YCTPOMCTBY INpHBsi3aHa OaHKOBCKas KapTa,
OaHKOBCKHE YCIYTH Takue Kak « MoOmibHbIN 0aHKky», «Onnaiin banky, « IHTepHeT-
0aHK», TO HEOOXOJUMO CPOYHO CBS3aThCsl C OaHKOM, 3a0JOKHMpPOBATh KapTy U
IPUOCTAHOBUTh OOCTyXHMBaHUE MO cueraM. Ecau ¢ momouipio tenedoHa 3TO He
ylaercsi caeiaTh, TO HEOOXOAMMO oOpaTUThbca B Oirpkaiilnee OoTAeleHHe OaHKa.
Eciu moOuiibHOE yCTPOMCTBO HCMOJB3YeTCS MJid JOCTylma K CTpaHUllaM B
COLIMAJIBHBIX CETAX, TO HEOOXOAUMO C JAPYTOro ycTpoicTBa JIMOO KOMIIbIOTEpa
BBIMTHU B COLIMAJIBHYIO CETh U CMEHHUTb MPUBSI3aHHBIN HOMEp TenedoHa.

3apaxeHHOe MOOWJIBHOE YCTPOWCTBO TaK K€ SBJSETCS HCTOYHUKOM
pacnpocTpaHeHUs BPEJOHOCHOM MH(OpManuu MO KOHTaKTaMm, COJAEpKaIUMCS B
tenedone. Jlnsg  mpenoTBpallleHHs]  PACCBUIKM  HEOOXOJIHUMO  YBEJIOMUTH
MaKCHMAaJIbHOE€ KOJMYECTBO 3HAKOMBIX O Bamieil mnpoOieMe . O BO3MOXKHO
OpUXOALIMX OT Baliero umMeHn BpeJOHOCHBIX COOOILIECHUSIX.

B cnydae ecnmu ¢ Bamero tenedona mmm OGaHKOBCKOW KapThl MOXUTHIIH
JICHE)KHbIE CPEJCTBA HEOOXOIMMO B JIEHb COBEPILUEHUS XUILEHUS OOpaTUThCS B
O0aHK Cc TpeOOBaHUEM BEPHYTH JCHEKHBIC CPEICTBa, 3a0JIOKMPOBATH Ball CYET,
3alpEeTUTh NEPEBOJ JACHEXKHBIX CPEACTB C Balllero C4YeTa Ha JPYrHE CUerTa,
IPUOCTAHOBUTH OOCITYXKMBAHUE CUETOB HA KOTOpbIE OBbUIM MEPEUYHCIICHBbl Ballld
neHexHble cpenactsa. [locie monydyeHus: oTBeTa OT OaHKa, ¢ BBIMHUCKOW MO CUETY
00paTUTHCS B MOJTUITUIO.

OpHuM U3 pacnpoCTpaHEHHBIX MOOMIIBHBIX MOIIEHHUYECTB TAKXKE SIBIISETCS
UCIIOJIb30BaHUE TyOIuKaTa CUM-KapThl IJIsl TOCTYIA K CUCTEMaM JAUCTAHIIMOHHOTO
yhpaBiieHus: 0aHKOBCKUM cyeToM. [Ipu3HakoM ucnonb3oBanus qyOnukara Bamei
CUM-KapThl SIBJIsI€TCA OJIOKUPOBAHUE JIOCTYNa MOOWIJIBHOM CBsi3U. B 3TOM cityyae
HEOOXOJAMMO CPOYHO OOpaTUThCA K MOOWJIBHOMY ONEPATOPy U MEPEBBITYCTUTh



cuMm-kapty. B cioyuae moaTBep)KIAeHHsT MOOWJIBHBIM — OmEpaTtopoMm  (¢akra
HECaHKIMOHUPOBAHHOM 3aMeHbl Bamiell cuMm-kapTbl HEOOXOAMMO HAamHCcaTh
MPETEH3UIO B COTOBYIO0 KOMITAHHUIO U OOPATUTHCS B TIOJULHUIO.

Mo:kHO u30exKaTh Y4YacTH IKePTBbl JAAHHBIX MOILICHHHYECTB, €CJIH
CJIeI0BATH CJACAYIONIAM PEeKOMEHIAIUSAM:

- Jlns paGoThl ¢ OAHKOBCKUMH KapTaMu, cucTeMamMu «MOOHUJIbHBIA OaHK»,
«bank-onnaitn», «MHTepHeT-0aHK» M Jp. UCIOJIB30BaTh OTACIbHOE MOOMIIbHOE
YCTPOMCTBO, HE NPEAHA3HAYCHHOE JJIsI Pa3rOBOPOB U PA3BICYCHUS B CETHU
HNnTepher;

- He yka3biBaTh HOMEpa MOOMIIBHBIX YCTPOUCTB, UCIOIB3YEMBIX ISl paOOThHI
c OAHKOBCKUMH KapTaMH M JMCTAHLIMOHHOTO YIPAaBICHUS OAHKOBCKUM CYETOM,
KaK KOHTAaKTHBIX B ceTH VHTepHET, B 0OBABICHUSX U HA CTPAHUIAX COIMATBHBIX
ceTel;

- IlpuoOpectn U yCTaHOBUTHh Ha MOOWJIBHOE YCTPOWCTBO JMLEH3HMOHHOE
aHTUBUPYCHOE MIPOrpaMMHOE 00ecrieueHre U3 OPUIMATbHBIX UCTOUYHUKOB;

- Yka3aTb B JOroBope Cc 0OaHKOM, JMOO B HMHOM (OpME COIIacoBaTh C
OaHKOM, YTO yIpaBJIeHHE OAHKOBCKUM CUETOM M MPOBEACHHUE ONEpaIfil 10 KapTe
MO>KET OCYIIECTBIIATHCS TOJIBKO C OJTHOIO MOOMIIBHOTO ycTpoicTBa ¢ ogauM IMEI,
OTPAaHUYUTH KPYT ONEpalil, yCTAHOBUTH JIMMUT, KOTOPBIII MOXHO MEPEBOJUTH C
OMOIIbI0 MOOMJIBHOTO YCTPOWUCTBA;

- 3anpeTuTh NepeBO/1 BCEro 00beMa JICHEKHBIX CPEJICTB C KapThl, CUETA.

2. MoimeHHn4YecTBa, copepmiaeMbie B cet MHTEpHET M ¢ MOMOIILIO
cetu UHTEpHET:

a) Mowennuuecmea npu npooarxce moeapoé 6 cemu Humepuem no
npedonniame (pacripoCTpaHEHHbIE BUIBL: mpoaaxa Iphone, mudpoBoii, ObITOBOMN
TEXHUKH, OJICK]IbI, 00YBU, aBTOMOOUJICH, aBTO3aM4acTei);

0) Iloayuenue om unmepHem Mmaza3una, npooasua moeapa, He
COOMEEN CMaEYIou|e20 3a161eHHOMY.

Pa3BuTHe maHHBIX BHUJIOB MOIIEHHWYECTBA OOYCIOBJICHO YEIOBEUECKHUMHU
dbakTopamMu, TaKMMH, KaK JKEJIaHHUE COKOHOMHThb, OTCYTCTBHE  OJIM3KO
PACIOJIOKEHHBIX Mara3uHOB C TAKMM TOBApOM, MOJIHOE OTCYTCTBUE MPEIJIOKEHUN
Ha pbiHKe. OCHOBHBIMH MPUOOPETAEMBIMH TOBapaMU SIBISIOTCS TPEAMETHI
POCKOIIIK: Joporas 1udpoBas TEXHHKA, aBTOMOOWIH, ITyObl, OpEHIOBBIC BEIIIH.
W ckiroueHbl OTHOCTHIO (haKThl TPUOOPETEHHST TOBAPOB MEPBOM HEOOXOAMMOCTH.
JKenanve CHOKOHOMUTH MPUBOIUT 3a4aCTYIO K TOTEPE BCEX JEHEKHBIX CPEJICTB, B
CBSI3U C 4eM, MepBasi U OCHOBHAas PEKOMEHJAIUsl - MPUOOpeTaTh BEIIM 3a UX
pEAIbHYIO0 CTOMMOCTh M HE UCKaTh npemioxkeHnit ¢ 30-50% BbIroA0M, Tak KaK 3TO
MPOTUBOPEYMT B 1I€JIOM MPHUHIIUIIAM PbIHKA, JTUOO MPHUCIAHHBIA TOBAp OKaXETCS
MO/ICJIKOM, HEUCITPABHBIM, JTUOO HE YJOBJIETBOPSIONIMM 3apocaM MOKymaTes.



He crout mpuobperaTh TOBapbl B MHTEPHET-MarasuHax MO3UIHOHUPYIOIINX
ce0s KaK POCCHIICKHE, HO UMEIOIINE CAalThl B JIOMEHHBIX 30HaX com .org .biz .net
.info .tv..mobi.

Oco0oe BHUMaHHUE CIEeNyeT YACIUTh OT3bIBaM B CETH MHTEpHET K JaHHOMY
WHTEpHET-Mara3uHy, npojaniy. [IpoBeputb korjga ObLI CO3/1aH MaraswH, Caur.
Coznan 1 oH roj u Oosee Hazaa. Ecnu cailT cymiecTByeT MeHbIe Mecsia, TO
CTOUT OTKa3aTbCsl OT MOKYNKHA. MOXHO MPOBEpUTHh Haiuuue oduca y JaHHOTO
MarasuHa, YJIOCTOBEPUTbCS B ceTH HHTEpHET, 4YTO TaKOMl JOM CYLIECTBYET,
MOCMOTPETh €r0 Ha KapTe, GoTo-CHUMKaX, maHopamax Suaekc, I'yri. Yoenuthcs,
YTO Ha JOME €CTh BbIBECKA MarasuHa, JIM00 uMeroTcs oducHble nmomenieHus. Ha
CHUMKaX TaKkK€ MOXKHO Yy3HAaTh Ha3BaHUS, Tele(dOHBI OJIM3KO PACHOIOKEHHBIX
OpraHW3aluid, MO3BOHUTh WM U BBIACHUTH JOCTOBEPHOCTh HuH(pOpMmaruu. B
WHTEPHET-CIIPAaBOYHUKAX HAWTU TenaedOHbl aAMUHUCTpAaTOpa O(PUCHOTO IIEHTpA,
pecemniiieHa, yOeaWUTbCs, YTO TaKOW Mara3uH WIM  WHJIUBUIYAJIbHBINA
MPEANPUHUMATEND CYIIECTBYIOT U OCYIIECTBIIIIOT CBOIO JIEATENbHOCTh B JTAHHOM
3nanud. [lonmydeHHyro umH}OpManuio cieAyeT HCIOodb30BaTh MPU OOILIEHUHU I10
TeneoHy C COTpyJHMKaMu MarasuHa. Eciaum wMarasuH wWid  1poJiaBell
OTKa3bIBAIOTCS 3BOHUTH MO TeJaehOHY M MpeaiaraloT JApyrue crnocoObl OOIIeHUs,
takue kak Viber, Skype, WhatsApp u npyrue, nu6o Mara3zux TenedoHa He UMEET,
CIelyeT OTKa3aThbCsi OT MOKynku. B xome oOmieHuss mo TenedoHy MOKHO
COOOIINTH, YTO HAXOJIUTECh B TOPOJI€ MPOJIaBIla, MarasuHa v MpeioxKuTe 3a0paTh
TOBap CaMOBBIBO30OM M OILIATUTh HAIMYHBIMU B oduce. B cioydae KaTeropuuHOro
OTKa3a CJIeAyeT OTKA3aThCs OT MOKYTIKHU.

[Ipy mnpuoOpeTeHNn MOPOTOCTOSIIMX Belleld, TaKUX KakK aBTOMOOWJIb,
JIOPOKHAsI TEXHUKA, CTPOUTEIbHBIE MAaTepUAJIbl, PEKOMEHIyeM MOTPATUTh JCHBIU
Ha JOpOTY J0 ropoja NpoAaBla U yAOCTOBEPUTHCS B HATMYUM NPOJABLA U TOBApa.
JIubo HaWTH B Tropoje MpOAaBUA 3HAKOMBIX U TOMNPOCUTH HMX MPOBEPUTH
JIOCTOBEPHOCTh MpeayioxkeHus B cetu MHrepHeTr. Ecin ke Takod BO3MOMXKHOCTH
HET, TO OIUVIATUTh YCIYI'H IOPUCTA, COTPYIHHUKA aBTOPUPMBI, 3aHUMAIOILEHCS B
ropojie MpoJaBla MPOAAXKEW M CKYINKOM aBTO MU 3a CHMBOJMYECKYIO IUIATY
MPEVIOKUTh EMY BCTPETUTHCS C MPOJABIIOM U OCMOTPETh aBTO U JOKYMEHTHI. DTO
KacaeTcsl U MpUOOPETEHUsI CTpOMMAaTepUaIoB U MeTajuia — O0OpaTUTECh K yCIayram
opucta B Topone mnpoaaBna. JlroOwsie mnpucnanueie Bam mno Muatepnery
dboTorpaduu, CkaHbl JOKYMEHTOB W aBTOMOOWJIS MOIIEHHUKH C JIETKOCTBHIO
MOJ1CJIBIBALOT.

B nHacTtosiee BpeMs O0JNBIIMHCTBO MHTEPHET MaraznHoB paborato mo 100 %
npeporsiate, Ipu COOJIIOJICHUHM YKa3aHHBIX PEKOMEHJALMKA MOKHO COBEPILIUTH
yAQYHYI0 TTOKYTIKY.

HacrosiTenbHO pekoMeHAyeM He OCYLIECTBISITh «CJEMNbIe» TIOKYIKH B
COLIMAJIBHBIX CETAX. AJMUHUCTPALMS COIMANbHBIX CETEH MCKIIOYMIIA pPa3/ielibl
OOBSIBJIEHUH C CaWTOB M HE HECET OTBETCTBEHHOCTh 3a COBEpIIAEMbIC C
HCTIOJIb30BAHUEM CETHU JIEUCTBUS NOJIb30BATEIICH.



B cayyae HeoOXommMoCTH MPHOOPECTH TOBAp UEpe3 COLHUAIBHYIO CETh
HEO0OXOIMMO TIIATEIBHO MPOBEPUTH MPOJIABIA, 00S3aTEIILHO CBA3aTHCSA C HUM IIO
TeneoHy, pacCIpoCUuTh MOAPOOHOCTH O ToBape, mnoTpedoBaTh (oTorpadun
TOBapa B JETalsAX, MPEJIOKUTh OTHPABUTH TOBAP KYPbEPCKOU CIyKO00U W
HAJOKEHHBIM  IUIATEXKOM, OOrOBOPUTH BO3MOXXHOCTH  BO3Bpara TOBapa,
BO3MO>KHOCTh CAMOBBIBO3a.

[IpoBepUTh OT3BIBBI U OCTABIICHHBIE KOMMEHTAPUU B CPYIINE U HA CTPAHULIE
npojasia. Eciyu HeCKoIbKO MoJb30BaTeNiel CETH pa3MeIlaloT CIUIONIb XBajleOHbIe
OT3bIBbI U PEKOMEHJALIUH, TO CTOUT IMTPOCMOTPETh CTPAHULIBI ATUX IMOJIB30BATENEH,
HE SIBJISIIOTCA JIM OHM «(PEHKOBBIMUY», €CTh JIM Y HHUX Ha CTpaHUIAX JIUYHbIE
dbortorpaduu, OonbIIOe KOJWYECTBO Apy3eil. [laHHyr0 HHpOpMAIUIO MOXHO
IPOCMOTPETh M Ha cTpaHule npoaaBua. CTpaHula npoAaBUa JOJDKHA OBITh
aKTUBHOW, Ha HEW PETYISIPHO OJDKHBI pa3Memarhcs JudHble GdoTorpadum,
OOHOBJIATHCA anbOOMBI, TOJKHBI OBITH CBEACHHUS O MecTe yueObl U paldoThl, a B
JIPY3bIX JOJKHBI OBITh <«OKMBBIE» W aKTUBHBIE IMOJb30BaTEIM. MOXXHO YTOYHUTH,
I7ie HaXOAUTCS MpPOJIaBell, B KAKOM TOpoJie, MPEMIOKUTh 3a0paTh TOBAp SKOOBI
BalllUM 3HAKOMBIM, HAaXOJSIIMMCS B JAHHOM TOpPOJIE W OIICHUTb PEAKIIUIO
npojasua. Eciu B cetu Bl 00IIaeTech ¢ MarasuHoOM, TO MOTPeOyiTe COOOLIUTH
cailT marazuHa B cetu WHrepHeT, ropuandeckuil u (axtuyeckuid anapec. Ilpu
J1000M COMHEHUHU OTKaKUTECh OT mpuodOpetreHust ToBapa co 100% mpenoriaToi
4yepe3 COLUUAIBHYIO CETh.

[[Iupokoe pacnpocTpaHeHue B ceTH HHTEpHET Takke NpPUOOPETAIOT
MOIIEHHUYECTBA C MIPUBJICYEHUEM CPEACTB MOJIb30BATENEH ISl UX TPUYMHOKEHUS
B (DPMHAHCOBBIX MHUPAMHUJAX, KOOIMEpPATHUBAX, MUKPO(MUHAHCOBBIX OpPraHU3aIUAX,
Oupkax,  OYKMEKEpCKHMX  KOHTOpaX,  pbIHKaX  JJICKTPOHHBIX  BaJIOT.
[IpaBoOXpaHUTEIBHBIE OPTaHbl HACTOATEIBHO PEKOMEHYIOT HE BCTyNaTh B KaKue-
aM00 OTHONIEHHUS ¢ TaKUMU OPTaHU3ALMSAMU U JUIAMH, MpejlararoldMi TaKue
YCIIYTH, TaK KaK MHOTME KOMIIAHWU W HMHTEPHET CalThl JaHHBIX KOMMaHUMN
HaxXoJATCA 32 pyOexoM, OpraHu3aluy padboTaroT MO 3aKOHaM JIPYTUX roCyJapcCTB,
a1M00 U3HAYAIBLHO MOIIICHHUYECKUE, U BEPHYTh 3aTpauyeHHbIC HA JTAHHBIC MPOEKTHI
JIEHbI'Y MMPAKTUYECKU HEBO3MOKHO.

8) Caiimul «<no00enKu», @ MakK y3ce UUIUH208ble Callmbl.

JIaHHBIN BUJI MOLIEHHUYECTBA MPEAIOIAraeT, YTO )KEPTBA MOCUUTAET CAUT
3HAKOMBIM W TPUOOpPETET Ha HEM TOBap, YCIYry, JUOO YKaXXeT JaHHBIE CBOEH
OAHKOBCKOW KapThI.

EnuncTBEeHHOI pexoMeHaaIeil MOKeT ObITh TPOSIBIICHHE BHUMATEILHOCTH.
Heobxoaumo oOpaTuTh BHUMaHWE Ha aJpecHYIO CTPOKY caiiTa, Ha3BaHHWE CaiTa,
€CTh JM Kakue-nu0o J00aBOYHBIE CUMBOJIbI WJIM Ha3BaHUS B aJPECHON CTPOKE,
pPACHOJIOKEH JIM CAaWT B JOMEHHOW 30HE «ruy». CKONMMpPOBAaTh HAa3BAHUE cCailTa U3
aJpECHOM CTPOKH M MPOBEPUTH B IIOUCKOBOM cucTeMe. He cTouT moBepATs cantam,
MMEIOIMM B Ha3BaHWU 3HAKOMBbIE CJIOBA, HO PACIOJIOKEHHBIE B JOMEHHBIX 30HaX
.com .org .biz .net .info .tv .mobi u qpyrux He CBA3aHHBIX C POCCUUCKUM MHTEPHET
POCTPAHCTBOM.



HeonHOKpaTHO mpoBepbTE€ CaWThl B pasjenax KOTOPBIX, IUIAHUPYETE
yKa3aTh JaHHBIE O CBOEH OAaHKOBCKOW KapTe, MO JaTre CO3JaHUs caiTa, IO
TeneoHaM yKa3zaHHBIM Ha caiTe, MO OT3bIBaM B ceTu HHTepHeT, ciemayer
YTOYHUTH HET JIM caiiTa B pa3inyHbIX Onek ymcrax cetu MuHtepHer. IlomHure,
MOIIIEHHUKY JOCTaTOYHO HOMEpa KapThl M KoJa Ha OOpaTHON CTOpPOHE KapThl
(CVV xopa, cocTosAumii U3 4eTbipex HUdp) i MOKYIOK U OIUIaThl yCIyT B CETU
WnTepuer. [lpyrue nansele, TO, Kak CPOK JIEHCTBUS KapThbl, OH MOXET 110A00paTh,
a UMA U QaMHIMIO BiaJeiblia y3HaTh OT Bac Ju0OO W3 ceTu MHTepHET ¢ Bammx
JIMYHBIX CTPAHULL.

Ecnu BBl cTanmu )XEpTBOM TAKOr0 CAWTA U 3aMETHJIM 3TO IOCIIE IIPOBEICHHUS
onepaluy, NOKYIKH, 3a0JOKUpyiiTe KapTy U oOpartutech B OaHK B JEHb
MPOBENICHUS ONIEpalliu JJI1 €€ OTMEHBI U BO3BPATE JE€HEKHBIX CPEJICTB.

[Ipu nmokymke aBua, >KeJI€3HOIOPOKHBIX OUJIETOB HE MILUTE OUYEHB JICIIECBHIC
OWJIEThl Ha COMHMTENIbHBIX CalTax, TeM Oo0Jie€ PACHOJOKEHHBIX B JOMEHHBIX
30Hax .com .org .biz .net .info .tv .mobi . JlocTymHbIe 10 1IeHE OMIIETHI KeIaTeIbHO
npuoOpeTaTh Ha OPUIMAIBHBIX CANTaX KOMITAHUK-TIEPEBO3YNKOB.

'y MBJ/I Poccun nmo BoJsrorpaackoi odsiactu



